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By Steven M. Masiello, Tyson J. Bareis, and Joel M. Pratt*

Commercial organizations often disclose intellectual property (IP) to
customers and prospective customers, including the U.S. Government.
Whether it is selling a prototype or mature product, licensing software,
disclosing speci�cations to potential customers, developing and manag-
ing a supply chain,1 or acquiring development services from third par-
ties, commercial organizations may �nd it necessary to submit even the
most sensitive IP for review.

Paradoxically, the same IP that may be subject to routine disclosure
also may constitute highly sensitive information to the organization that
owns the IP. This is due to the central role that IP plays in today’s com-
petitive marketplace and the fact that, once an organization loses control
of its IP, reestablishing control is challenging.

The question, then, is: How can organizations e�ectively manage their
IP in light of the di�ering legal regimes surrounding IP relevant to com-
mercial and Government customers, prospective customers, and other
third parties?

The short answer is: very carefully. The law a�ords various protec-
tions to organizations that develop and/or disclose IP. However, these
protections rely on compliance with complex contractual, statutory, and
regulatory regimes, particularly when an organization develops and/or
discloses IP in transactions or exchanges with the Government.

This Briefing Paper examines the legal landscape and best practices
relevant to managing IP, particularly in the context of business dealings
with the U.S. Government. It focuses on the U.S. Government not
because the Government necessarily is more likely to use or disclose an
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organization’s IP improperly. Instead, this Paper
focuses on IP developed or disclosed in transactions or
exchanges with the Government because such activi-
ties present the most complex environment for ef-
fectively managing IP issues. The environment is
complex because the U.S. Government is subject to its
own set of laws and regulations concerning the collec-
tion and distribution of information. Navigating both
the standard legal protections for IP and the special
Government rules is challenging.

The Paper begins with a discussion of the funda-
mentals of IP protection, both generally and in the
context of disclosures made to the Government. The
Paper next discusses an organization’s options when
the Government improperly uses or discloses sensitive
IP. Finally, the Paper identi�es best practices for
protecting IP in Government procurement and non-
procurement contexts.

Basic Principles Of IP & IP Protection

This Briefing Paper is not intended as a primer on
IP. Nevertheless, any discussion of IP protection must
necessarily begin with a discussion of the nature of IP
and how U.S. law protects IP.

Patents

U.S. law permits individuals to patent processes,
machines, manufacturing methods, or compositions of
matter, or any improvement thereof, that are new, use-
ful, and nonobvious.2 If a patent is granted, the patent
holder may prevent others from making, using, or sell-
ing the invention in the United States for a set period
of time, usually 20 years.3

The U.S. Government is authorized to make use of,
or have use made of, any U.S. patent, with the sole
remedy to the patent owner being the payment of rea-
sonable compensation.4 Standard Government contract
clauses often authorize Government contractors to take
such actions on behalf of the U.S. Government.5 In ef-
fect, this means that the U.S. Government and its
contractors, in certain circumstances, have the right to
use a patented invention, regardless of the patent
holder’s ability to prevent other individuals from using
the invention.

Copyrights

U.S. law grants copyright protection to original
works of authorship, including literary works; musical
works; pictorial, graphic, and sculptural works; mo-
tion pictures and other audiovisual works; sound
recordings; architectural works; and compilations of
existing works.6 Copyright protection also extends to
software code.7 Importantly, a copyright protects only
the physical embodiment of a work (i.e., the way in
which the author chose to arrange and present the
work); it does not protect the concepts or ideas under-
lying the work.8

Unlike patent rights, copyrights attach to a work
automatically upon the creation of that work.9 Subject
to some exceptions, a copyright holder has the exclu-
sive right to reproduce, sell, prepare derivative works
from, perform, or display the work.10 If another party
infringes on a copyright, the copyright holder is
entitled, among other things, to seek an injunction
preventing the infringement and to seek damages

(actual or statutory) from the infringing party.11
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As in the case of a patent, the Government can
infringe upon an entity’s copyright, or direct its
contractors to do so, and the sole remedy of the copy-
right holder is a suit for damages against the
Government.12

Trade Secrets

While there are many de�nitions of the term “trade
secrets,” the concept generally covers nonpublic infor-
mation that derives economic value from its secrecy.13

Trade secrets can include many types of information,
including internal processes, policies, �nancial and ac-
counting information, business development informa-
tion (such as customer lists), technical approaches,
nonpublic product information and capabilities, and
any other valuable, nonpublic company information.

Unlike the other types of IP discussed in this section
of the Paper, trade secret protections generally arise
out of state law. As a result, there is no single legal
structure from which to determine the contours of trade
secret protections. Nevertheless, there are legal protec-
tions in place in state and federal law designed to
regulate the unfair use or disclosure of an organiza-
tion’s trade secrets. At the federal level, for example,
trade secrets receive protection under the Trade Secrets
Act (TSA)14 and the Freedom of Information Act
(FOIA).15 Moreover, every state has instituted some
level of protection for trade secrets maintained in
con�dence by an organization. Each of these protec-
tions is discussed later in this Paper.

Trademarks

A trademark is a word, name, symbol, or device (or
combination thereof) used to distinguish the source of
a particular good or service.16 Like copyrights, owner-
ship of a trademark is established upon use of the
mark.17 In many jurisdictions, including the United
States, trademark holders can register their trademarks
as a means of obtaining enhanced protections under
the law.18

The Government typically does not take ownership
in or a license to contractor trademarks, unlike the
other categories of IP discussed in this section of the
Paper.19

Statutes & Regulations Applicable To
IP Developed With &/Or Submitted To
The Government

Information, including IP, that an organization
develops with and/or submits to the Government
becomes subject to a variety of potentially overlapping
statutory and regulatory requirements. At the highest
level, these requirements attempt to strike a balance
between a private entity’s right to restrict the use and
further disclosure of IP, the Government’s need to use
and disclose the IP, and the public’s right to access in-
formation held by the Government.

These sometimes con�icting goals are implemented
through various legal authorities, including FOIA, the
TSA, and the Procurement Integrity Act (PIA), as well
as Government contracting IP licensing laws and
regulations. The application of these authorities, which
are discussed in detail in the next two sections of the
Paper, gives management of IP developed with or
submitted to the Government a degree of complexity
far above ordinary improper use and disclosure issues
arising from activities with private entities. Under-
standing these complexities is essential to managing
the IP that an organization develops with and/or
submits to the Government.

Freedom Of Information Act

The primary law governing how the U.S. Govern-
ment discloses to the public recorded information in
the Government’s custody and control is FOIA.20

FOIA is premised on the concept that Government re-
cords must be publicly disclosed so that the general
public can determine what its Government is “up to.”21

Thus, FOIA requires federal agencies to (1) disclose
automatically certain records to the public, and (2) dis-
close upon request other agency records to the public.22

FOIA’s focus is on agency records (i.e., recorded
information). FOIA does not require agencies to create
or disclose records that do not already exist.23 FOIA
also does not require agencies to obtain or to disclose
records that are not within the agency’s control at the
time of the request.24

Certain categories of information are exempt from
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disclosure under FOIA.25 Among other things, FOIA
exempts from disclosure trade secrets and privileged
or con�dential commercial or �nancial information.26

If a Government record contains such information,
FOIA requires the Government to confer with the
submitter of the information to determine what can be
released.27 If the Government intends to release infor-
mation over a submitter’s objection, the submitter can
appeal the anticipated release through a lawsuit in a
federal district court.28

Despite the protections that FOIA provides to own-
ers of information submitted to the Government,
abuses can occur and may be di�cult to correct. First,
while most Government employees are aware of
FOIA’s requirements, individual Government employ-
ees may not think of FOIA as prohibiting disclosure of
records in response to nontraditional requests (i.e.,
requests that are not clearly framed as FOIA requests).
Thus, Government employees may commit an im-
proper disclosure by informally disclosing certain
Government records without going through the exemp-
tion processes set forth in FOIA.

Second, if the Government fails to follow FOIA, the
rights of the entity owning the improperly disclosed
information are limited. For example, in 2010, the U.S.
Army released under FOIA certain sensitive contrac-
tor information concerning the contractor’s trade
secrets and unit pricing.29 Because FOIA does not
include a civil right of action against the Government
in the event of an improper disclosure, the contractor
initiated an action against the Army for violation of
the Administrative Procedure Act (APA). This ap-
proach handicapped the contractor because the stan-
dard for Government wrongdoing under the APA is
high (actions must be arbitrary, capricious, or contrary
to law)30 and because the remedies available ordinarily
do not include monetary damages.31 In the referenced
case, the contractor and the Government settled;
however, the lack of a clear right of action against the
Government for improper disclosures under FOIA
weakens the overall protections available to submitters
of sensitive IP information.

Trade Secrets Act

The federal TSA prohibits Government employees

from disclosing information concerning or relating to
a private party’s “trade secrets, processes, operations,
style of work, or apparatus, or to the identity, con�den-
tial statistical data, amount or source of any income,
pro�ts, losses, or expenditures.”32 The TSA makes
such actions a criminal o�ense and subjects the disclos-
ing individual to removal from o�ce and �nes or
imprisonment.33

While the TSA is a key tool in preventing the inap-
propriate Government disclosure of non-Government
information, it can only be enforced by the Depart-
ment of Justice.34 Thus, a private entity that believes
the Government has inappropriately disclosed its in-
formation cannot bring a suit against the Government
or the disclosing Government employee under the
TSA. The TSA, therefore, remains more of a deterrent
to Government employees inappropriately disclosing
IP than an e�ective remedy for an organization that
has had its IP inappropriately disclosed.

Procurement Integrity Act

The PIA contains various requirements for individu-
als (including Government o�cials) participating in
the procurement process.35 The PIA creates criminal
and civil penalties for the disclosure of certain poten-
tially sensitive contractor IP, including “contractor bid
or proposal information or source selection informa-
tion before the award of a Federal agency procurement
contract to which the information relates.”36 The PIA
de�nes “contractor bid and proposal information” as
including nonpublic information relating to (1) cost or
pricing information; (2) indirect cost information; (3)
proprietary information about manufacturing pro-
cesses, operations, or techniques marked by the con-
tractor in accordance with applicable law or regula-
tion; or (4) information appropriately marked as
“contractor bid or proposal information.”37

The PIA represents a well-known and well-observed
limitation on the Government’s ability to disclose in-
formation belonging to private parties. As noted above,
the restrictions of the PIA are only in place until the
award of the procurement to which the information
relates.38 That said, the other statutory and regulatory
regimes discussed in this section continue to protect
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most information covered by the PIA after a contract

award.

Like FOIA and the TSA, the PIA does not provide

harmed entities with the ability to sue the Government

or its employees in the event of a violation.39 Thus, a

private party cannot recover damages or receive an

injunction against the Government under the PIA in

the event of an improper disclosure of covered

information.40

Government Contracting IP Licensing
Laws & Regulations

The statutory authorities discussed so far address

the Government’s ability to disclose information that

an organization has submitted or disclosed to the

Government. However, the Government has a di�er-

ent set of statutory and regulatory rights in information

that it develops with a contractor or otherwise acquires

as part of a procurement.

The Government’s rights in IP that it has acquired

or helped create tend to be broader, re�ecting the fact

that the Government has aided in some capacity with

the development of the IP; it has not simply come into

possession of the IP. In some instances, the Govern-

ment receives a license to contractor IP that is broad

enough to enable the Government to use the IP or dis-

close the IP to the general public. When such a license

exists, the contractor IP at issue may no longer be

protected by the statutory authorities discussed above.

Thus, understanding the Government’s rights in IP cre-

ated or delivered during contract performance is es-
sential to understanding the Government’s ability to
disclose certain categories of contractor IP.

Standard Government contract clauses set forth the
rights that the Government will receive in IP related to
a Government procurement. Individual Contracting
O�cers (COs) generally cannot deviate from these
clauses. A contractor or potential contractor must read
the contract carefully to understand fully the require-
ments of a Government contract and the implications
of those requirements on the Government’s ability to
use or disclose contractor IP.

Rights In Patents

Federal law entitles the Government to take owner-
ship of most patentable inventions �rst conceived or
actually reduced to practice during the performance of
a Government contract.41 Most agencies (with some
notable exceptions, such as NASA42) waive this right
and permit a contractor to retain ownership of a patent-
able invention, provided that certain conditions are
met, including the receipt of a broad Government
license to use the invention or have another use the
invention on the Government’s behalf.43 Additionally,
small businesses or nonpro�t organizations may be
able to retain title to patentable inventions.44 Regard-
less, the Government will have the ability to make use
of, and authorize others to make use of, inventions �rst
conceived or actually reduced to practice under a
Government contract.

Rights In Copyrights

Ordinarily, contractors may not copyright works
�rst produced under a Government contract without
Government permission.45 Similarly, contractors may
not include copyrighted work in deliverables to the
Government unless the contractor receives the Govern-
ment’s permission to do so or obtains an unrestricted
license for the Government to use the copyrighted
work.46 As a result, the Government may generally dis-
tribute copyrightable works developed or delivered
under Government contracts, provided that the Gov-
ernment has a su�ciently broad license in the related
data (see discussion below).

Rights In Trademarks

The standard Government contracts clauses gener-
ally do not address trademarks. Unless directed other-
wise by the purchasing agency, contractors can include
trademarks on delivered goods without risk of the
Government acquiring rights in the trademark. Fur-
ther, given the public nature of an organization’s
trademarks, the risk associated with an improper
Government disclosure of an organization’s trade-
marks is low, though trademark law may have some
e�ect in the procurement context (i.e., an organization
may bring suit against the Government to protect
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trademarks that the organization used during contract
performance).47

Rights In Data

The rules for Government access to and use of
“data” and “technical data” (types of recorded infor-
mation that may include contractor trade secrets) relat-
ing to Government contracts are complex. The Govern-
ment will rarely take ownership of data; however, the
Government often receives licenses to use and disclose
contractor data. The scope of these licenses varies
based on a number of factors, including how the data
were developed and whether the purchasing agency is
a civilian or defense agency.

Standard contract clauses for civilian agencies ad-
dress “data,” which are de�ned as “recorded informa-
tion, regardless of form or the media on which it may
be recorded” and include computer software and
technical data.48 The standard civilian agency data
clause gives the Government an unlimited rights
license (de�ned as the right to “use, disclose, repro-
duce, prepare derivative works, distribute copies to the
public, and perform publicly and display publicly, in
any manner and for any purpose, and to have or permit
others to do so”) in data �rst produced under the
contract or data delivered under the contract.49 As a
general matter, the civilian agency data clauses direct
contractors to protect data developed at private expense
by not delivering the data to the Government and,
instead, by delivering “form, �t, or function data,”
which are de�ned as “data relating to items, compo-
nents, or processes that are su�cient to enable physi-
cal and functional interchangeability, and data identify-
ing source, size, con�guration, mating and attachment
characteristics, functional characteristics, and perfor-
mance requirements.”50

Defense agencies have a separate regime for acquir-
ing “technical data,” which are de�ned as “recorded
information, regardless of the form or method of the
recording, of a scienti�c or technical nature (including
computer software documentation)” and speci�cally
exclude “computer software and data incidental to
contract administration, such as �nancial and/or man-
agement information.”51 In contracts with defense

agencies, the Government acquires a license to techni-

cal data developed under the contract and certain other

categories of data relating to contract purchase.52 The

scope of this license varies based on who funded the

development of the technical data (the Government or

the contractor) and the nature of the data. (The Govern-

ment always receives broad rights in form, �t, and

function data and data necessary for installation, opera-

tion, maintenance, or training, regardless of funding.)53

The broadest standard Department of Defense license

to contractor technical data (an “unlimited rights

license”) enables the Government to use or disclose

covered contractor technical data in any manner and

for any purpose.54 Even certain of the more restrictive

licenses that the Department of Defense may receive

in contractor technical data, such as the “Government

purpose license,” enable the Government to use the

data for dual sourcing and competitive procurements.55

The Department of Defense’s technical data clauses
are complex and contain a number of additional fea-
tures that a�ect defense agencies’ ability to use and
disclose contractor technical data. Such features
include (1) a separate and more lenient method for

acquiring commercial technical data;56 (2) the ability
to negotiate the Government’s technical data rights
under certain circumstances (as discussed in greater

detail below);57 (3) the need to identify in the proposal
process all technical data that will be furnished with

less than unlimited rights;58 and (4) the ability of the
Government to release any technical data to special

categories of contractors.59

Both the civilian and defense agency data clauses
implicitly distinguish between the scope of the Govern-
ment’s rights in contractor data and the data that a
contractor actually delivers to the Government under a
contract. While Government rights in data attach
automatically, the Government must explicitly require
the delivery of data, usually through a contract data
requirements list (CDRL), to obtain the data. The
Government cannot disclose what it does not possess,
so the Government’s practical ability to release con-
tractor data can still be limited if the contractor does
not deliver such data.
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Rights In Computer Software

As a general matter, both civilian and defense agen-
cies treat computer software in a manner similar to
data.60 However, the Government also has special rules
for the acquisition of commercial computer software.61

These rules permit agencies to acquire commercial
computer software on terms similar to those that the
vendor o�ers to commercial customers.62 Even so, the
regulations direct COs to review a vendor’s standard
license and remove terms that are contrary to the
Government acquisition process, such as indemni�ca-
tion language (which may create Anti-De�ciency Act
issues) and choice of law provisions (which may be in-
consistent with the Government’s waiver of sovereign
immunity).63

When It All Goes Wrong

Many overlapping statutory and regulatory regimes
a�ect an organization’s ability to protect IP disclosed
to the Government. However, these regimes each have
shortcomings that, without more, prevent them from
providing an e�ective and complete remedy for organi-
zations that have su�ered from a Government misap-
propriation or improper disclosure of IP.

This section of the Paper discusses what happens
when something goes wrong. There are many situa-
tions in which an IP “wrong” can arise. The Govern-
ment could inappropriately disclose IP through a re-
sponse to a FOIA request. Similarly, a Government
employee could provide a contractor’s IP to a third
party (even a competitor), perhaps thinking that it is
within his power to do so. Under these and other
scenarios, the party owning the misappropriated or
improperly disclosed IP should ask two key questions:

(1) How can I regain control of my IP?

(2) Can I be compensated for the loss of value
caused by the misappropriation or improper dis-
closure?

This section of the Paper addresses these two
questions. Speci�cally, it looks to the potential reme-
dies available to an injured party, including relief
under the contract, the Federal Tort Claims Act

(FTCA), the APA, the U.S. Constitution, state trade

secret laws, and general federal procurement
regulations. While each of these actions has its own
considerations and complications, a combination of
these actions likely provides the most e�ective means
for addressing an inappropriate Government use or
disclosure of IP.

Breach Of Contract Claim

While the standard IP clauses are comprehensive in
their coverage, the clauses are less speci�c regarding a
contractor’s remedies for improper Government use or
disclosure of contractor IP. For copyrights and patents,
this is likely due in part to the clearly de�ned statutory
remedy against the Government for damages in the
event of Government infringement upon an organiza-

tion’s IP.64 For data, the lack of speci�c remedies is
likely due in part to the contractor’s ability to refrain
from delivering certain types of data and in part to the
fact that a Government breach (i.e., the use or disclo-
sure of data beyond the scope of its license) may be
treated like any other contract breach claim under a
Government contract. Under the standard Government
contracts disputes clause and relevant contract disputes
jurisdiction and forum authority, a contractor may
receive an increase in contract price to re�ect the added
scope associated with an increased license; however,
the contractor cannot enjoin the Government’s use and

disclosure of the IP at issue.65 Furthermore, a contrac-
tor likely cannot stop performance of a Government
contract simply because the Government has breached

the contract.66

The contract may provide a contractor with an ave-
nue to seek declaratory relief and even damages
concerning the Government’s use of a copyright or
data beyond the scope of its license. However, the
contract will not provide a mechanism for the contrac-
tor to regain control of its IP through equitable
remedies. The rest of this section of the Paper ad-
dresses alternative avenues under constitutional,
federal, or even state law, both for receiving damages
for IP (generally trade secrets) not covered by the
contract and for regaining control of that IP through
equitable relief.
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Federal Tort Claims Act Claim

The FTCA makes the U.S. Government liable for
certain torts “in the same manner and to the same
extent as a private individual under like
circumstances.”67 This waiver of sovereign immunity
extends to Government employees acting within the
scope of their o�ce or employment.68 Under the
FTCA, an injured party can recover damages against
the Government. As with a breach of contract claim,
the contractor cannot receive an injunction to stop the
damaging activity.69

When determining whether the conduct of a Govern-
ment employee represents an actionable tort, the FTCA
directs courts to assess the conduct “in accordance with
the law of the place where the act or omission
occurred.”70 Thus, state law determines the legal
requirements of an FTCA action.

All states recognize as a tort some form of trade se-
cret misappropriation. The vast majority of states—all
except Massachusetts, New York, and North Caroli-
na—have adopted the Uniform Trade Secrets Act
(UTSA).71 The UTSA de�nes three elements of trade
secret misappropriation: (1) the existence of a valid
trade secret, (2) the unconsented disclosure or use of
the trade secret, and (3) the knowledge that the trade
secret was improperly acquired.72 Trade secrets include
“information, including a formula, pattern, compila-
tion, program, device, method, technique, or process,
that: (i) derives independent economic value. . .from
not being generally known. . .and (ii) is the subject of
e�orts that are reasonable under the circumstances to
maintain its secrecy.”73 Thus, if an organization can
show that a Government action met these require-
ments, it could potentially bring an FTCA claim
against the U.S. Government in federal district court.

Some IP-related FTCA claims may face jurisdic-
tional challenges. As noted above, the FTCA provides
organizations with a remedy in the federal district
courts for torts committed by the U.S. Government,
including trade secrets misappropriation claims. A sep-
arate federal statute, the Tucker Act, gives a di�erent
federal court, the U.S. Court of Federal Claims, exclu-

sive jurisdiction over claims arising from an express or

implied contract with the United States.74 The Court of
Federal Claims, however, has no jurisdiction over tort
claims against the U.S. Government.75 These jurisdic-
tional boundaries result in two separate and exclusive
forums for trade secrets claims against the
Government: federal district courts, which can hear
tort claims but not claims arising from express or
implied contracts with the Government; and the Court
of Federal Claims, which can hear contract claims but
not tort claims. Because trade secrets actions brought
under the FTCA are tort claims that often relate to a
contract (as discussed above, the Government’s ability
to use or disclose IP may be de�ned in a contract be-
tween the parties), FTCA claims can cause compli-
cated jurisdictional challenges.

The complex jurisdictional issues that FTCA claims
face make the manner in which an organization pleads
an IP-related FTCA claim extremely important. For
example, in a recent case, the U.S. Court of Appeals
for the Fifth Circuit reversed a $1.45 million IP-related
award to an organization—U.S. Marine, Inc.—under
the FTCA.76 The Fifth Circuit’s rationale was that the
case allegedly stemmed from the Government’s viola-
tion of license rights it received in U.S. Marine’s IP
and, thus, the case arose from an express or implied
contract with the Government and must be heard by

the Court of Federal Claims.77 The Federal Circuit (the
appellate court for the Court of Federal Claims)
recognized that U.S. Marine had no privity of contract
with the Government (no actual contract existed
licensing the IP to the Government) and that U.S.
Marine could lose its ability to recover under the
FTCA if the case were transferred to the Court of
Federal Claims (because FTCA claims necessarily are

tort claims).78 Despite the potential lack of a meaning-
ful recovery at the Court of Federal Claims, the Federal
Circuit agreed with the Fifth Circuit and determined
that the claim should have been brought in the Court

of Federal Claims.79

Jurisdictional issues can make an IP-related FTCA
action more complicated (and expensive) to pursue and
may deprive an organization of a remedy for Govern-
ment misuse of an organization’s trade secret. Thus,
jurisdictional issues are important initial consider-
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ations when contemplating an FTCA action, particu-
larly if the underlying conduct can be characterized as
relating to a contract with the Government (even if the
organization bringing the claim is not a party to the
relevant contract).

Administrative Procedure Act Action

If the Government threatens improperly to use or
disclose an organization’s IP, the organization may
consider an APA claim against the Government. Under
the APA, an organization can seek injunctive relief
against a Government agency to prevent it from taking
actions that are arbitrary, capricious, or against the
law.80 As explained above, APA claims can be expen-
sive to prosecute and di�cult to win because of the
high standard that must be shown to reverse Govern-
ment action under the APA.81

The APA permits injunctive relief against the Gov-
ernment but does not allow for the recovery of mon-
etary damages.82 This makes the APA an imperfect
remedy for improper IP use and disclosure. The orga-
nization owning the IP must know of the potential
improper use or disclosure ahead of time in order for
the injunction to provide any bene�t; an injunction
preventing the Government from disclosing IP after it
has already done so is of little use. Such advanced
knowledge of an inappropriate Government use or
disclosure is not often possible.

In addition to the substantive challenges of an APA
claim, an organization bringing an APA action in the
context of an IP disclosure may face procedural
challenges. The APA only provides for equitable
remedies.83 Many inappropriate Government disclo-
sures of IP occur in the context of Government con-
tracts, so the Court of Federal Claims will have exclu-
sive jurisdiction over related disputes.84 Because the
Court of Federal Claims does not have authority to is-
sue equitable relief,85 an injured party may �nd itself
in a similar situation to that discussed above in the
context of FTCA: the Tucker Act could force an APA
claim to the Court of Federal Claims because the claim
relates to a contract, but at the Court of Federal Claims,
an organization may have no remedy under the APA
because the Court has no authority to award the only
relief available under the APA.

Takings Claim

A more clear-cut option for organizations with a
potential IP-related claim against the Government is a
takings claim under the Fifth Amendment of the U.S.
Constitution.86 The basic theory of such a claim is that
the Government has “taken” an organization’s IP and
diminished its value by its unauthorized use or by
disclosing it to competitors or the public. Accordingly,
under this theory, the Government owes the organiza-
tion just compensation for its taking in the same way
that the owner of physical property is due compensa-
tion if the Government takes or destroys that property.

The legal requirements for a takings claim are
relatively straightforward: a claimant must show
“Governmental action short of acquisition of title or
occupancy [that] deprive[s] the owner of all or most of
his interest in the subject matter.”87 Whether a takings
claim has occurred, however, is a factually dependent
determination.88 In making this determination, courts
look to “[t]he economic impact of the regulation on
the claimant and, particularly, the extent to which the
[Government] has interfered with distinct investment-
backed expectations.”89 Courts will also look to the
character of the Government action, with physical
invasions being more likely to result in successful tak-
ings actions than “when interference arises from some
public program adjusting the bene�ts and burdens of
economic life to promote the common good.”90

An organization must have a valid property interest
before it can allege that the Government has taken its
property.91 The trade secret protections identi�ed
above can provide such an interest and, therefore, can
serve as the basis for a takings claim.92 An organiza-
tion must show that all of the above-discussed require-
ments of a trade secret are present. Thus, an organiza-
tion will need to show that it has sought to keep the
information at issue secret through organizational
safeguards on the storage, transmission, and distribu-
tion of the information.93

The ability of the organization to obtain complete
relief through a takings claim is a second key factor to
determining whether a takings claim is appropriate.
An organization cannot actually stop the misuse or
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improper disclosure of its IP under a takings claim
because equitable remedies, such as injunctions, are
not available.94 Furthermore, while an organization is
entitled to monetary damages under a successful tak-
ings claim, to do so, an organization must show the
di�erence in market value of the IP before and after
the taking.95 Meeting this standard in the context of an
IP-related takings claim can be challenging because
establishing the value of the IP is di�cult and identify-
ing the reduction in such value caused by the Govern-
ment’s misuse or public release may require
speculation.

State Trade Secrets Action Against The
Recipient Of IP

While both FTCA and takings claims permit a
potential monetary recovery against the Government,
neither allows for an injunction forcing the Govern-
ment to stop the unauthorized use or disclosure of the
IP. Further, while the APA provides for injunctive
relief, the standard for relief is high96 and the likeli-
hood that a contractor will have advanced knowledge
of a Government disclosure is low. In fact, as discussed
above, the Government has the inherent right to use
certain types of IP, such as patents, as long as compen-
sation is paid to the IP owner. In the event of an
improper Government disclosure of a trade secret,
however, IP owners may wish to do everything pos-
sible to actually cease the unauthorized use and disclo-
sure of their IP.

One potential way to stop the use of improperly
disclosed IP is to seek an injunction against the recipi-
ent of the IP through a state trade secret action. As
explained above, the UTSA prohibits trade secret
misappropriation.97 The UTSA de�nes trade secret
misappropriation in a way that covers both individuals
that inappropriately take trade secrets and individuals
that disclose or use a trade secret of another when that
individual, among other things, (1) prior to use, knew
or had reason to know that the information was a trade
secret and that knowledge of it had been acquired by
accident or mistake, or (2) at the time of disclosure or
use, knew or had reason to know that his knowledge of
the trade secret was derived from or through a person
who owed a duty to the person seeking relief to main-

tain its secrecy or limit its use.98 Both of the above cir-
cumstances, which represent only some of the action-
able circumstances under the UTSA, cover an instance
where a Government employee incorrectly discloses
IP that is marked as proprietary, or other IP that is
obviously proprietary, to a third party.

Unlike some other remedies discussed in this Paper,
the UTSA expressly allows a party to obtain injunctive
relief.99 This means that an injured organization could
bring a UTSA action against a party receiving inap-
propriately disclosed IP (assuming that the disclosure
and receiving party is known) to prevent that other
party from using or disclosing the IP. The availability
of such a remedy outside of the APA context makes a
UTSA action against the recipient of improperly
disclosed IP an important option to consider for an or-
ganization that has had critical IP improperly disclosed
by the Government.

Bid Protest

Finally, if an unauthorized disclosure occurs that af-
fects a procurement, an injured bidder may consider
protesting a future award that may have been a�ected
by the disclosure. The two most likely grounds for a
protest under these circumstances arise from a potential
organizational con�ict of interest (OCI) or a PIA
violation.

The Government limits participation in procurement
actions by contractors that have an OCI.100 An OCI oc-
curs when “a �rm has access to non-public informa-
tion as part of its performance of a government contract
and where that information may provide the �rm a
competitive advantage in a later competition for a
government contract.”101 If the Government awards a
contract to an entity with an unmitigated OCI, a disap-
pointed bidder could potentially protest the award as
improper.

Winning a protest on OCI grounds may not be
easy.102 The Government agency conducting the pro-
curement has considerable discretion in deciding
whether and how a company should be excluded from
a procurement if an OCI exists.103 Moreover, a pro-
tester must present “hard facts,” as opposed to a mere
inference, to show that an OCI exists.104
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PIA violations, as discussed earlier in this Paper,
can also give rise to actionable bid protest grounds.105

If a PIA violation occurs, a disappointed bidder will
have to show that the violation a�ected the award of a
contract to have appropriate grounds for a protest.106

Even a bid protest victory may be an incomplete
remedy for a disappointed bidder. A bid protest would
not be able to give the injured organization long-term
relief in the form of damages caused by the disclosure,
nor can the action result in an injunction against any
third party from further disclosing the proprietary
information. At best, the successful protester is permit-
ted a fair opportunity for award of the contract, most
likely after a recompetition or other remedial action by
the agency. If the danger is the further use or disclosure
of its proprietary information, however, these reme-
dies o�er little comfort, and the injured organization
will need to look to the other remedies referenced in
this section of the Paper to obtain further relief.

Best Practices When Disclosing IP To
The Government

There are steps that an organization can take to
protect itself from misuse and inappropriate Govern-
ment disclosures of IP and position itself for a complete
remedy if such a disclosure occurs. This section of the
Paper discusses some of these best practices.

General Best Practices

The only information that is protected fully from
Government misuse or disclosure is information that
the Government does not possess. While there are sev-
eral overlapping regimes related to protection of IP
submitted to the Government, those regimes each have
their shortcomings. Neither absolute protection nor
entirely adequate remedies are assured if the Govern-
ment misuses or improperly discloses an organiza-
tion’s IP.

For organizations looking for IP security, the best
practice is to limit disclosures of IP to the Government
or any other una�liated party. In practical terms, this
does not mean ceasing all IP disclosures. Instead,
organizations should identify the IP that matters most
to them and attempt to avoid any disclosure of such IP,

even when legal protections are in place for the dis-
closed IP.

Organizations can mitigate the impacts of this ap-
proach by identifying substitute IP that is less sensitive
and can be disclosed with the appropriate protections.
Executable code can be provided instead of source
code; “other than certi�ed cost or pricing data” can be
provided instead of cost data; technical capabilities
can be provided instead of technical data; and basic
product information can be provided instead of detailed
product schematics. The goal should be getting the
customer the information that it needs without compro-
mising an organization’s “crown jewels.”

The disclosure or nondisclosure of critical IP will
have strategic implications for an organization. Non-
disclosure may involve not immediately giving cus-
tomers, potential customers, and other Government
entities exactly what they are requesting. This may cre-
ate customer relation issues or misunderstandings that
will need to be managed. Furthermore, there may be
times when nondisclosure is simply not an option.
Nevertheless, shifting from a presumption of submit-
ting IP whenever asked to a presumption that at least
certain IP is never disclosed is a �rst step to protecting
an organization’s most valuable IP from inappropriate
use or disclosure.

Disclosing Information Outside Of A
Contractual Setting

Within Government contractors, IP protection ef-
forts tend to focus on Government contracts. This at-
tention is warranted because of the complex terms at
issue and implications of improper disclosure. That
said, organizations routinely disclose substantial IP
outside of the contract setting. Such disclosures can
occur in the context of Government product evaluation
e�orts, prototype demonstrations, and the general
interactions between the Government and industry
technical or program personnel.

Disclosure of IP outside of the contractual setting is
dangerous. These disclosures occur outside of the IP
protection structures with which many Government
employees and contractors are most familiar (i.e.,
protections during the proposal process and contractual
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data licensing and protection provisions). Further, the
informal nature of these disclosures may not empha-
size to Government employees the sensitivity of the
information communicated.

The best practice when disclosing IP to the Govern-
ment outside of the contractual setting is similar to the
general best practice discussed above: only disclose
what is necessary to achieve your goal. Often, organi-
zations can achieve the purpose of noncontractual
disclosures by communicating limited and high-level
technical information (which presumably is less sensi-
tive), rather than disclosing truly sensitive information.
When an organization only discloses such high-level
information, the existing protections discussed above
likely are su�cient to protect the information at issue.

If an organization must disclose more sensitive in-
formation, it should consider whether it is appropriate
to seek a nondisclosure agreement (NDA) from the
Government o�cials receiving the information. Seek-
ing an NDA from Government employees, either in
their own capacity or on the part of the Government, is
not yet a wide-spread and accepted practice, and many
Government entities will take the position that such
documents may not be executed or are void. That said,
case law supports the enforceability of an NDA when
the individual signing the NDA has actual or implied
authority to do so or when a Government employee
with contracting authority later rati�es an unauthorized
NDA.107

There is always the possibility that sensitive IP must
be disclosed outside of a contractual setting to a recip-
ient that is unwilling to sign an NDA. Organizations
should assess such situations on a case-by-case basis.
If the organization determines that the disclosure is
worth the risk, the best practice is to conspicuously
mark the information as proprietary to remind those
with access to the information to treat the IP
appropriately. Emphasizing the proprietary nature of
the IP in a cover letter or other documented com-
munication and again when discussing the information
is also appropriate under such circumstances.

Disclosing Information In A Contractual Setting

IP disclosures in a contractual setting present an es-

pecially complex challenge to an organization looking
to maintain control of its IP. After a contract is in place,
there may be little that an organization can do to avoid
the need to disclose certain IP to a Government cus-
tomer if that IP is identi�ed as a deliverable under the
contract. Moreover, the Government will receive
greater rights in IP that it procures under a contract
(including sometimes the right to disclose that IP) than
IP that an organization discloses for other reasons.
There are, however, actions that an organization can
take to protect itself and its IP in a contractual setting.

First, at the start of the procurement process, organi-
zations should communicate with Government cus-
tomers about the nature of the products or services
acquired under the contract. The rights that the Govern-
ment receives in IP related to a product or service will
vary signi�cantly based on how the organization
developed the product (i.e., with Government or
private funds) and whether the product is a commercial
item. While these details may seem obvious to busi-
ness development personnel within an organization,
Government customers may not be as familiar with the
product and may make assumptions that are incorrect
or negatively a�ect an organization’s ability to protect
its IP.

A companion to this approach is the contractor
development of support in advance for key assertions
of commerciality and privately funded development.
Whenever possible, contractors should provide Gov-
ernment purchasing personnel with this support so that
the purchasing personnel can take it into account when
shaping and conducting the acquisition. Having pre-
packaged support on hand for commerciality and
private development determinations and communicat-
ing that information to Government purchasing person-
nel will help prevent the Government from procuring
items in a way that gives the Government more IP
rights than it requires or is legally permitted to obtain.

Second, when possible, organizations should struc-
ture contract proposals and contract terms in a way
that protects their IP. Deliverables should be scruti-
nized; IP deliverables (most likely CDRLs) should be
limited to information needed by the customer and
should avoid delivery of the most sensitive product in-
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formation when possible. Statements of work should
also be closely reviewed because clarifying whether a
product is being developed or simply delivered under
a contract can dramatically a�ect the scope of the
Government’s rights in associated IP. Finally, stan-
dard contract clauses included in the proposed contract
should be reviewed for applicability because eliminat-
ing unnecessary or inapplicable clauses will avoid
confusion and make it easier to determine the intent of
the parties in the event a dispute later arises. Contrac-
tors should be cautious, however, as objections to data
rights terms in a competitive setting may invalidate a
contractor’s bid and prevent the contractor from
obtaining a contract at all.108

Third, if a contract must be structured in a way that
gives the Government rights in critical contractor data,
contractors should consider speci�cally negotiated
license rights. Within the Department of Defense, COs
are permitted to negotiate the scope of license rights to
certain categories of technical data.109 While COs can-
not waive all Government license rights in technical
data delivered or created under a contract, they can
agree to restrict the Government’s rights to disclose
data publicly or use that data for future competitive

acquisitions.110 COs are not required to negotiate
technical data rights but, when available, speci�cally
negotiated license rights provide an avenue for avoid-
ing many of the most signi�cant contractor concerns
over Government use and disclosure of contractor IP.

Fourth, organizations must comply with proposal
and contract terms regarding IP marking, disclosure,
and administration. Many solicitations will require
organizations to disclose as part of the proposal pro-
cess IP that is developed at private expense; failure to
do so could cause the Government to treat the IP as

developed at Government expense.111 Similarly, most
contracts will require organizations to disclose patent-
able inventions (not just patented inventions) created
in the course of performance; failure to do so could
result in the contractor losing all rights in the

invention.112 Finally, most contracts require that data
delivered with less than unlimited rights be marked
with speci�c legends; failure to do so may result in
inappropriate disclosure of the information or the

Government receiving unlimited rights in the data.113

Because of the critical role that contract language plays
in the protection of an organization’s IP, it is essential
that an organization’s contracts and program person-
nel understand and e�ectively implement the speci�c
requirements of its contracts concerning the organiza-
tion’s IP.

Fifth, organizations performing Government con-
tracts must recognize the potential signi�cance of the
Government’s ability to demand delivery of IP. As
discussed previously in this Paper, Government agen-
cies will receive rights in IP developed with Govern-
ment funds or relating to products delivered under a
Government contract. However, the mere existence of
these rights does not require a contractor to deliver the
IP to the Government. Instead, to demand delivery, a
contract must identify IP as a deliverable or contain a
deferred ordering/delivery clause.114 This is a second
reason why contractors must closely review CDRLs
and standard contract clauses, as discussed above.
Even without a delivery requirement or a deferred
ordering/delivery clause, the Government sometimes
asserts that it is entitled to the delivery of IP simply by
virtue of rights that it may have received in that IP.
Knowledgeable contracts and program personnel can
potentially avoid such disagreements by focusing on
the delivery requirements of the contract.

Finally, an organization’s contract and program
personnel should be comfortable engaging with inter-
nal legal personnel early and often regarding IP issues.
IP issues are complex and generally not part of a
program’s daily activities. While a threshold under-
standing of IP at the program level is essential, pro-
gram personnel must also be comfortable routinely
engaging legal personnel as a matter evolves.

Guidelines

These Guidelines are intended to assist you in
understanding how organizations can e�ectively man-
age their IP in light of the di�ering legal regimes sur-
rounding IP relevant to commercial and Government
customers, prospective customers, and other third
parties. They are not, however, a substitute for profes-
sional representation in any speci�c situation.
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1. Organizations should know and understand the
basic rules for the development and protection of IP,
both in general and in the context of transactions or
exchanges with the U.S. Government.

2. Organizations should know the protections of-
fered under federal patent, copyright, and trademark
laws and under state trade secret laws.

3. When submitting information to the Govern-
ment, organizations should be aware of the various
legal regimes, like FOIA, the TSA, and the PIA, that
protect their information from further use and
disclosure.

4. Organizations should carefully read solicitations
and contracts, looking for (a) IP delivery requirements,
including for deferred delivery clauses, (b) IP disclo-
sure requirements, and (c) IP rights and licensure
provisions.

5. Organizations should identify alternate IP in
situations where they might otherwise need to deliver
to the Government sensitive IP.

6. Organizations should request that Government
o�cials sign a nondisclosure agreement in situations
where sensitive IP will be disclosed outside of a
contractual setting.

7. Organizations should request speci�cally negoti-
ated data rights in situations where the Government
would receive broad rights in sensitive contractor IP.

8. Organizations should clearly identify and mark
all IP. In a contractual context, organizations should
make sure all disclosed IP carries the markings re-
quired by the contract.

9. Organization employees should engage early
and often both with legal counsel and the Government
to determine expectations for the use and disclosure of
IP.
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